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Itis the responsibility of the school to ensure all staff curriculum network users sign, printand date this document, then returnit to the
school administration team. The school is responsibleforretaining such informationfor the purpose of auditreviews.



The purpose ofthis Policyis to describe the procedures and processesin place to ensure the safe and secure use ofthe
School’s curriculum network, its users, and to protect School systems and data from unauthorised access or disclosure.

This Policy documenthas been provided by the schools IT Support Representative; Subrideo. This Policy documentrefers to the
school curriculum network only, and users operating within its confinements. This documentdoes in no way associate itselfwith
the school admin network. The school admin network is governed by the local authority.

Any queries arising from this Policyor its implementation, can be taken up directly with the school head teacher, or IT Support
Representative: info@subrideo.co.uk
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1. Scope

i This policyis intended to be read by all staff for general information and awareness, and makes reference to more
detailed information and guidance in additional specific Policies.

ii. The policyis relevant to all Information and Communications Technology (ICT) services irrespective of the equipmentor
facility in use and applies to:

iii. All employees and others using the School’s equipmentand facilities.
iv. All use of ICT throughoutthe School.

V. In addition, all Users of ICT and other School facilities are reminded thatthere are elements ofthe curriculum network
Acceptable Use Policy (AUP) which also apply.

Vi. The Policy also takes into account the creation, management, processing and sharing ofinformation. Therefore, this is
an information securitypolicy which incorporates use of ICT (hardware and software), electronic communication (Email,
telephone and fax) and issues relating to the storage and use ofdata, including confidential information.

Vil The use of E-mail using Microsoft Office 365 or Google Apps for Education are the subjectof a separate policy.

2. Introduction

i The School has a large investmentin the use of ICT which is used to the benefit of all groups and service users.

ii. In many areas of work the use of ICT is vital and mustbe protected from any form of disruption orloss ofservice. It is
therefore essential thatthe availability, integrity and confidentialityof all ICT systems and data are maintained atalevel
which is appropriate forthe School’s needs.

3. Policy Objectives

i The policy has three main objectives, to ensure that all of the School’s assets; staff, pupil’s equipmentand data are

adequatelyprotected againstany action that could adversely affect the ICT services required to conduct the School’s

business, and the accuracy and confidentialityof information held.

ii. To ensure that all staff are aware of and fully comply with all relevant legislation.
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To create and maintain within all groups and departments a level of awareness ofthe need for ICT and information
security to be anintegral part of dayto day operations and the responsibilityof all staff to complywith this and other
relevant policies.

Responsibilities

All users of ICT systems are required to formally acknowledge receiptofthe ICT Security Policy and that they have read
and understood its content.

All users of ICT systems are required to formally acknowledge receiptofthe network acceptable use policyand that they
have read and understood its content.

ICT and information securityis the responsibility of the School as a whole and consequentlya responsibility of all
members of staff and other authorised users. The policyhas been approved and adopted by the Chief Executive.

All providers and users of ICT services mustensure the security, integrity, confidentialityand availability of all data they
create, process or use.

Violations

ICT and information securityis viewed seriouslyby the School and any breach of this policy could lead to appropriate
action being taken againstthose who commitsuch a breach. Violations will be addressed under appropriate procedures
and may include the DisciplinaryProcedure.

Violations of this Policy willinclude, but are not limited to, any act which:

Exposes the Schoolto actual or potential monetaryloss through the compromise of ICT security;
Involves the creation, processing or use ofany data found to be inaccurate or invalid;

Involves the accessing, creation, processing or use ofany data by unauthorised users;

Involves the disclosure of confidential and/ or personal information, the unauthorised use of corporate data and/or the
sending ofdefamatoryinformation;

Involves the creation, use, downloading or transmitting of any data or other material for illicit purposes, which may
include violation of any law, regulation, or any reporting requirementof any law enforcementor governmentbody.

Involves unauthorised modification, installation or use of software, or the modification, installation or use ofunauthorised
software

Any individual who has knowledge ofa violation of this ICT & Information Security Policy mustreportthat violation
immediatelyto the school head teacher or school governing body.

Network Access

Access to the network, and any equipment, application, database or otherresource mustbe by individual login —i.e.
unique username and password. Otherthan in very exceptional circumstances, genericlogin credentials are not
permissible.

The school provides computer equipmentsuch as laptops for business use, which are builtfor compatibilitywith the
School’s network and internetconnection. School equipmentmustnotbe connectedto other networks or internet
services.

Non-School computing equipmentmustnotbe used to access School network resources unless authorised by
Information Services.

All external use of the network mustbe by named individuals only, authorised byan appropriate manager. Access will
only be permitted by a network, and will be by unique username and password.

The creation of new accounts is carried outby the network administrator, on requestby the school intranet ‘new, delete,
amend user form, detailing the appropriate access levels and permissions bythe school administrative team. Whenever
possible the new userform mustbe submitted notless than 1 weeks prior to the new employee starting work.
Temporarystaff musthave a leaving date stipulated within the requestform, this allows an expiration to be seton the
account. The requestfora print account code (where/when required), mustbe stipulated from the school intranet‘new,
delete,amend user form.

The deletion of old accounts is carried out by the network administrator, on requestby the schoolintranet‘new, delete,
amend user’ form.Whenever possible the delete userrequestmustbe submitted notless than 1 weeks priorto the new
employee starting work.
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All users mustonlyaccess, or attempt to access, whatis permitted by their profile. If there is any difficulty in accessing
files or programmes, the user mustcreate a fault ticket using the school intranetelectronic faultlog. Alternatively, the
usermustinform amember ofthe school administrative team, who in turn mustlog the fault ticket.

If access to a file held in an individual’s K: Drive is necessaryand that personis notavailable, e.g. they are off work si ck,
then the line manager mustcontactIT network administrator for assistance. The reason for the access, the full name of
the file and the identity of the person holding itwill be needed.

As a principle all users mustretain their files on their K: Drive.

Data stored on a computer’s hard drive is not automaticallybacked up,and may be accessible to anyone switching on
the PC. A computerhard drive is therefore not secure and mustbe seen as alastresortand a temporary, shortterm
solution. Similarly, data mustnotbe stored on non-School equipment.

Where a computeris shared bya number of users, itis essential for all users to log off the computer before leaving it. A
useris responsible for all work carried out on a computer using theirlogin details, including internetaccess and email
use,whetheror not that userwas actually using the computerthemselves.

The network will require a password change every90 days. Any accounts with no activity during a 90 day period will be
disabled. Afurther 90 day period of inactivity will resultin the account being deleted. An appropriate manager will be
informed, and an offline backup copy of any data will be created.

Segregation of Duties

Access to systems and applicationsis restricted according to the role and business requirements ofeach user. Access
rights are established and managed on a need-to-know basis, and agreed by a user’s line manager and the owner of the
system orapplication.

In general, access rights comprise the functions ofread, write, delete and execute and these are allocated to each user
in respectof each system and application. Full control is never granted to network shared folders, with the exception of
that user’'s home folder (K: Drive). Unique user ID’s are assigned to all individual userhome folders (K: Drives). Group
ID’s (Security Groups), are splitinto the following groups; Staff Security Group and Pupil Security Group.

Access rights mustbe reviewed once every quarter, to ensure that access to systems and applications remains
appropriate and consistent. A review should also take place after any changes to the system, such as asystem
migration.

On receipt of a “Delete User” instruction, access rights to all systems and applications associated with that usermustbe
revoked immediately.

System Administrator access allows full unrestricted rights to defined systems and applications for manage ment
purposes, including the creation and removal of system users. This level of access mustbe keptto the minimum number
of individuals required to enable day-to-day operation and emergencyaccess in the event of a system failure. System
Administrator access should be via unique individual ID.

The use of privileges in systems and applications mustbe allocated in a restricted and controlled manner. Privileges
enable users to override some controls within a system, usuallyfor system managementpurposes, and privileges must
be removed when no longerrequired.

Access to systems and applications bythird parties, such as software maintenance/ support personnel, mustbe subject
to prior review by the school head teacher and governing body. Access by third parties mustbe restricted to only those
systems, or parts of those systems, thatare required and mustbe revoked as soon as itis no longerrequired.
Passwords

Passwords mustbe used in orderto access computers, applications, systems and all other networked resources

Passwords of staff members mustmeetcomplexityrequirements; alpha-numeric, contain eightor more characters of
which at leastone mustbe a digit. Passwords of pupils mustbe 4-digitrandomised numeric passwords.

Passwords mustnotbe propernames, address names or birth dates. Network login/ usernames mustnotbe usedin
any form (reversed, capitalised, ordoubled as a password).

The same password mustnotbe used for more than one application, system, device or service.
Network passwords cannotbe re-used within 24 password changes
The network will promptfor a password change every 90 days. However, for additional security, Users should consider

changing their password more frequently (preferablyevery 30 — 40 days) both for network access and for specific
systems.
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If a software package comes installed with a defaultpassword, that password mustbe changed immediately after
installation.

Passwords mustnotbe posted in a location accessible byothers (such as a note stuck to the monitor, under the
keyboard or even in a desk drawer).

Passwords mustNEVER be divulged to or shared with anyone else. If a useris asked for their password over the
telephone by someone purporting to be from Information Services or any outside authority, companyor organisation, it
mustnotbe given.

A machine mustnotbe left unattended while logged onto a system unless the password protected screen saver has
been activated or the computer has beenlocked. Automatic password-protected screensavers are applied acrossthe
network, following a period of inactivity of 20 minutes.

Where files or data need to be shared between individuals the datamustbe held in a networked, restricted shared
folder.

Users mustrememberthatthey are at all times res ponsible for anything undertaken with their userid and password.

If a userrequires a password reset,the user mustliaise withamember ofthe school administrative team or ICT
coordinator. It is required thatthe administration team memberor ICT coordinator completes and password reset
requestusing the schoolintranet'new, delete,amend user’ form. Printed versions ofall useraccountpassword resets
are handedto the end users in sealed envelopes. The end user will be required to resetthe pass word upon nextlogon.
Physical Security

All hardware devices mustbearan assettag sticker, which mustnotbe removed throughoutthe life of the device.

All desktop devices, e.g. PC, printer and scanner, musthave adequate precautions taken to protect them againsttheft
and accidental damage in addition to environmental threats and hazards. All manufacturer and supplierinstructions and
advice mustbe followed.

Security precautions should, in the first instance, concentrate on adequate building security and siting of the device in
the office, and then may extend to simple lock down devices attached to a desk.

All ICT hardware purchasing mustbe coordinated the school IT supportrepresentative (Subrideo). This ensures that
equipmentin use acrossthe Schoolis consistent, meets appropriate standards and is compatible with existing
equipmentand network resources.

All desktop computer equipmentshould be turned offwhen not being used for an extended period of time.

Equipmentwill be protected centrally by an Uninterruptible Power Supply (UPS) and where necessarycontrols mustbe
in place to ensure a clean power supplyby eliminating the impact of power spikes.

Server rooms, data centres and all other secure or sensitive areas mustbe subjectto additional securitymeasures
including controlled and authenticated access.

It is recommended thatall such areas should also be made secure. Al buildings should be alarmed and/or security
grilles should be in place where appropriate

See the Physical Entry Controls and Secure Areas Policy for more information.

Portable devices /Removable Media

Including: USB Pens, External USB Hard Drives, Menory Cards.

When notinuse all portable devices such as laptop computers mustbe retained in a secure environment. This may
include alockable store cupboard with controlled access, or lockable metal cabinets, butagain with controlled access.

All portable devices mustbe securitymarked (etched, UV pen, etc.) as soon as received into a departmentor service,
and then added to the appropriate inventory.

When portable devices are taken off premises, all users mustensure thatthey take adequate precautions to protectthe
equipmentagainsttheftor accidental damage atall times, e.g. not left visible but locked away.

No portable devices mustbe leftin an unattended vehicle at anytime.
All School laptops leaving site, mustbe encrypted to ensure safe guarding of data.

The School mustmake users aware ofinsurance arrangements and the user’s obligation s before allowing the device to
be taken off the premises.
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Users who travel with School laptops must make regular backups of data contained on the laptop.

Laptop computers mustnotbe connected to the network unless anti-virus software has beeninstalled. Itis the user’s
responsibilityto ensure the anti-virus software is kept up to date, a fault ticket mustbe logged by the user, in the event of
an issue with the anti-virus software updating.

Records mustbe maintained bythe school administrative team, which detail their portable devices including type, serial
number. A record for signing outand return of the device mustbe putin place.

Portable devices mustonly be used in connection with the School. Portable devices such as USB storage pens, hard
drives and memorycards mustbe encrypted. Only encrypted devices are sanction for use with School.

Portable devices mustnever contain any more data than is the absolute minimum required.
Software Installation

Only software for which the Schoolis licensed maybe installed upon any School computer. Network security prevents
users from installing software. Software installations can onlybe carried out by a network administrator.

Appropriate action will be taken againstany userfound to have installed software thatis notproperly licensed orif the
software is being used contrary to its license agreement.

Security Incidents

A Security Incidentis a situation where the securityof a PC, a system, an application orthe network has been
compromised, and maybe from an internal or external source.

Examples would include Users who have accessed data or material which their User Profile should have prevented
them from seeing, or perhaps accessed a system orapplication ata userlevel to which they are not entitled. It could
also be the introduction of a virus to a PC and/ or the network, or network access by an unauthorised user.

Any individual who becomes aware ofa security incidentmustreportit as soon as possible.

Security Weaknesses

A weakness is a situation wherebypotential for a security incidentis identified. A PC may be left unattended, logged
into a system withouta password-protected screensaver or other locking procedure potentiallyallowing access by
unauthorised users.

Further examples could be the inclusion oftoo manyindividuals in a system’s Administrator profile or a lack of
procedures for signing outlaptops or other portable devices to individuals, potentiallyallowing unidentified and/ or
unauthorised use ofthe equipment.

A weakness does nothave to be specificallyICT-related. It could be windows leftopen close to portable equipment, or
a PC monitor displaying potentiallysensitive data positioned to face a window.

Any individualwho becomes aware ofa security weakness mustreportit as soon as possible.

Security Breaches/Violations

A security breach is an activity which causes or has the potential to cause the loss, damage or corruption ofdata. This
may be the resultof a specific Security Incident, a Security Weakness, a Violation of securitypolicies or procedures ora

combination ofall three.

A security violation is any activity which contravenes the ICT & Information Security Policy and other related policies,
procedures and guidelines and mayresultin a security breach.

Any individual who becomes aware ofa security break or violation, mustreportit as soon as possible.
Virus Prevention and Control

A computervirus is a computer program thatcan copy itselfand infect a computer without the permission or knowledge
of the user. A virus can also transmititselfacross a network, spreading the infection to other computers and devices.

The general term is “malware”, which covers various types of virus, worms, Trojans, and spyware. A virus cancause
performance problems or more long term damage to a computer or network.

Malware is mostcommonlyintroduced to a computer through internetdownloads and as attachments to emails.
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If a virus is found, or suspected, to be on a machine or external storage media, the user mustinform a member ofthe
network administrator or office administrative team.Users mustalso create a fault ticket on the School intranet electronic
faultlog.

On occasion the network administrator mayinform users, through the School intranetannouncements section,
concerning a particular virus and its effect. All Users musttake appropriate action when so notified. Deliberate
contravention of such a notification is a potential disciplinarymatter.

No equipmentcapable of processing information, whether desktop or portable, mustbe implemented on the network
withoutappropriate anti-virus software being installed.

All software mustbe checked for viruses before installation on any School device, including computers, laptops and
other portable devices.

Where a USB memorystick or other storage media are used to transfer files, program or data, from one machine to
anotherit mustbe virus checked before use, particularlyif it is from an external source, a different departmentor service
or from a stand-alone machine which maynotbe fully protected againstviruses.

If there is any doubt as to the origin of the files being transferred, they mustalways be checked for viruses before use.
All network devices are updated automaticallyvia the School antivirus server, as a primaryupdate location, with a
secondaryupdate location pointing to the antivirus developer’s web servers. Users mustalways checkto ensure their
antivirus software is up-to-date and functioning correctly.

As a matter of principle, files downloaded from the Internet mustinitiallybe saved onto the User’s hard drive (C: drive)
and virus checked before opening or executing. Only when it has been found to be clear of viruses can it then be
transferred safelyto other areas, such as shared folders and K: Drive folders.

In the event of a userworking with the Microsoft Outlook Client, antivirus is installed to monitor the sending and
receiving of email.

Sending Confidential Information
It is the responsibilityof all employees ofthe Schoolto safeguard the securityof confidential and/ or personal data for
which they are responsible, orwhich they access in orderto carry out their job. There is also aresponsibilityto bringto a

manager’s attention anyareas of concern regarding the transfer or transportation of such information.

Before making information available to anyone else,employees mustmake sure thatthey have the authority to disclose
it.

Emailis nota secure means of communication outside the securityof the School’s networkand mustnotbe used for
sending personal or sensitive corporate data.

Even when emailing within the securityof the School networkit is importantto ensure the name and email address of
the recipientis correct, and that a suitable subjectline is used which does notinclude personal information.

The sendermustalso ensure thatthe recipientis expecting the information and confirm thatit has been received
successfully.

Electronic data physicallytransported between sites, departments or organisations mustbe encrypted, properly
packaged and clearly labelled to ensure itis handled correctly, and not corrupted by magnetic fields or other
environmental damage.

Termination of Employment

When a userwho has network access leaves the employmentofthe School the appropriate manager mustarrange for
the transfer of any necessaryfiles and e-mail folders.

Where termination is due to ongoing disciplinaryaction the user’s access will be denied withimmediate effect.

On terminationitis the user’s responsibilityto return all equipment, entry passes, software, documentation (both paper
and electronic) and any other School assetin their possession.

Disposal IT Equipment and related Media

All PCs which have become obsolete orare surplus to requirement musthave their hard disks checked for content.
Software thatis being transferred to another machine mustbe uninstalled and all data files mustbe deleted.

The collection/disposal of all old/ defective IT equipmentis carried outby accredited disposal companies, ofwhich
complywith WEEE regulation standards. Users mustnotarrange individual disposal of School equipment



iii. All removable mediamustbe rendered unusable before disposal. It should be noted that reformatting does notdelete all
data from disks and such data can subsequentlybe recovered using freeware.

iv. CD and DVD disks containing confidential and/or personal information mustbe re -formatted priorto disposal or re-use.
Read-onlyCDs & DVDs mustbe rendered unreadable byshredding, scratching, heating or otherwise destroying the
disk’s surface. Other CD or DVD disks can be disposed ofthrough the general waste disposal procedure.

V. All paperrecords can be disposed ofthrough the School’s general waste disposal procedure. However, paper
documents containing confidential and/or personal information mustfirstbe shredded

6. Audit and Review

i ICT and information securityis managed through the IT supportcontractor, school head teacher, school ICT coordinator,
school administrative team and school governing body. ICT and information securityis subjectto regularauditand
review.

All staff users mustread the aforementioned text, then complete the section below.
Accepted by
Name:

Signed

Date

Itis the responsibility of the school to ensure all staff curriculum network users sign, printand datethis document,then returnit to the
schooladministration team. The school is responsibleforretaining such informationfor the purpose of auditreviews.



